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Automated driving was envisioned 100 years ago. Promoting safer and faster
travel were amongst the main drivers for the development of autonomous
vehicles (AVs) since the 1920s. It was believed that developing automated
driving would solve road safety issues created by the elimination of human error.
The car industry played a huge role in the dissemination of this narrative, which
led to the hyping the expectations of AVs as early as 1920s. However, the
complexity of implementing AVs was a barrier to their development and
deployment. The review of the literature in this report revealed that
implementing AVs is a complex issue that needs to overcome several barriers not
only in the technological aspect, but also in its social, planning, and business

aspects as summarised in Table 3.

One factor that influences the large-scale adoption is consumer attitudes towards
the AVs technology. Highly-educated, employed, young male individuals were
found the most optimistic about AVs safety in 51 countries around the world
(Moody et al., 2019). Developing countries in Asia seemed more optimistic about
AVs safety as they have higher car crash rates compared to Western European
countries. Optimistic perceptions about AVs safety in developing countries may
minimise the disparity in road safety around the world. The public in the
developed world raised concerns regarding AVs’ potential technical failures,
interaction with conventional cars, and there use as a mode of public transport.
Addressing these safety concerns may increase their market penetration rate,
thus may increase the degree of market penetration together with the wider and

deeper levels of consumer acceptance that may flow from this.

For AVs to address the associated safety risks, the public would need to accept
mass deployment and AVs would need to be trailed in real-world environments.
This would enable AVs to learn more from the real-world driving experience,
enhance its performance, and help evaluate safety regulations and policies. In
response, some national governments (UK and US) have refrained from
imposing strict measures on AVs testing requirements with the purpose of
promoting AVs development. Some governments adopt a “prevention-oriented
strategy” in which they require the AV to have a driver while conducting on-
road testing, whereas a “control-oriented strategy” is adopted by others, which

requires developing plans for mitigating crashes while testing AVs. In NZ, the



driving law is unique as there is no requirement for a driver to be present in the
vehicle, which suggests having fewer legislative barriers to adopting AVs

compared with other countries that require a driver in vehicles.

Resolving the technological risks of AVs will likely result in a large-scale
adoption that would create a significant economic impact. The latest statistics for
the total economic costs of car crashes amount to NZ$6 billion and $836 billion
annually in NZ and the US, respectively (MoT, 2020b; NHTSA, 2017). The
opportunity for AVs to improve safety could result in cost savings ranging from
$355-$488 billion in the US, depending on their market penetration rate (Fagnant
& Kockelman, 2015). Reducing congestion may result in annual savings of
approximately $447 billion in the US alone (Clements & Kockelman, 2017). AVs
would also create new job opportunities for manufacturers, software sectors,
research industries, and AVs start-up companies. The trucking industries may
gain up to $500 billion by 2050 from driver elimination in the US (Clements &
Kockelman, 2017). By contrast, the “driver elimination” narrative is a threat to
bus, taxi, and truck drivers, who account for at least 10 million people in the US
alone (Bureau of Labor Statistics, 2019). Substantial reduction in car crashes
might be perceived as a concern for the repair and maintenance businesses as
well as insurance agencies as safety improvements could result in huge revenue
losses. Governments have not yet established any strategies regarding how to
manage the industrial risks that threatens people’s jobs. Although retraining
displaced workers is one potential solution, it might create a skills mismatch and

be limited to those who are well educated.

Finally, AVs are promising technologies that could possibly address road
transport problems and also change cities” landscapes, economies, and the way
people live their lives. However, safety risks of AVs remain a barrier to adopting
them widely. The arguments narrated today about the positive impacts of AVs
(particularly improving safety) are 100 years old, and planners are currently
adopting a “wait and watch” approach (Milakis, 2019), which indicates the
necessity to conduct further research in this area. This report reviews the wider
benefits and implications of AVs in various dimensions. It also highlights the
complexity of implementing AVs and demonstrates that the issue of their safety
is not merely a technological one. Investigating and resolving the safety risks of

AVs is expected to result in a largescale adoption and greater benefits.



ACC Adaptive Cruise Control.

ADAS Advanced Driver Assistance Systems.
AHS Automated Highway Systems.

Al artificial intelligence

AVs Autonomous Vehicles.

CAVs Connected Autonomous Vehicles.

CO2 Carbon Dioxide.

DSRC Dedicated Short-Range Communications.
GDPR General Data Protection Regulation.
GHG Green House Gas Emissions.

GM General Motors.

ITS Intelligent Transport Systems.

MaaS Mobility as a Service.

MoT Ministry of Transport in New Zealand.
NOx Nitrogen Oxides.

PM Particulate Matter Emissions.

RSUs Infrastructure Road-Side Units.

SAVs Shared Autonomous Vehicles.

V2I Vehicle-to-Infrastructure Communication.
V2v Vehicle-to-Vehicle Communication.

V2X Vehicle-to-Everything Communication.

VANET Vehicular Ad hoc Network.
VCCW Vector-based Cooperative Collision Warning system.

VMT Vehicle Miles Travelled.



Road transport has been associated with increased levels of congestion, road traffic
accidents, air pollution, and social inequalities (Banister, 2019; Goetz, 2019). About
1.3 million people around the world face death every year in traffic collisions, half of
whom are aged between 15-44 years old (WHO, 2018). It is estimated that road
crashes will cost the world economy about $2 trillion between 2015-2030 (Chen et al.,
2019). Adding to these concerns is the issue of Greenhouse Gas (GHG) emissions
from road transport that has increased by 85% from 1990 to 2016 (Hasan et al., 2019),
whereas congestions costs over $305 billion annually in the US (Gong et al., 2020).

This has resulted in health, environmental and economic crises.

To tackle these pressing issues, smart infrastructures and technology-led measures
have been implemented such as deploying intelligent transport systems (ITS) and
Information Communication Technologies (ICT) as well as adopting electric vehicles
(Makarova et al., 2018; Graham-Rowe et al., 2012; Park et al.,, 2012). Despite
implementing these technological measures, road transport challenges still remain,
so that ever more advanced technologies are required. The persistent desire to
address road transportation problems has led to the search for a “magic bullet” that
could potentially solve all those problems (Goetz, 2019). In this context, the “magic
bullet” refers to driverless cars. Driverless cars, popularly known as autonomous
vehicles (AVs), are “disruptive technologies” capable of executing all critical driving
tasks with little or no intervention from a human driver. AVs have become a
vigorously growing area of popularity in the field of transport planning and policy.
In recent years, the positive impacts of AVs have been widely recognised by many
countries, and the UK has allocated about £100 million towards AV research with
the stated ambition to be at the forefront of their development (House of Lords,
2017).

AVs are often seen as a technological saviour that could drastically disrupt
mobilities, cities, and economies (Clements & Kockelman, 2017; Zakharenko, 2016).
Advocates of this innovative technology argue that the deployment of AVs could
potentially improve safety, relieve congestion, reduce parking demand, promote
shared mobility, increase fuel efficiency, lower air pollution, innovate businesses and
advance intelligent infrastructure and economies (Milakis et al.,, 2017; Fagnant &
Kockelman, 2015). It is estimated that AVs may cause an annual positive economic
impact of $1.2 trillion globally when adopted widely (Clements & Kockelman, 2017).

Many of the aforementioned benefits mentioned above may be achieved more
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widely and more effectively when AVs are both shared and connected. The term
shared AVs (SAVs) is used when they are integrated into the public transport
systems and act as a Mobility as a Service (MaaS). The term connected AVs (CAVs)

is used when AVs move in platoons as one entity.

In NZ, road accidents claimed over 350 lives in 2019 alone (Ministry of Transport,
2020a) and total annual economic cost of all vehicle crashes was over NZ$5.5 billion
in 2017 (Ministry of Transport, 2020b). It is believed that the adoption of AVs might
contribute to reducing the number of crash fatalities (AIFNZ, 2018) given the
commitment of NZ government to achieve a ‘Vison Zero’ target, which emphasises
“no loss of life on the roads is acceptable” (Ministry of Transport, 2019b). Therefore,
the aim of this report is to explore the implications of AVs for the society, planning
and policy, technology, and the economy.

This report is structured as follows: Section 1 provides a historic overview of AVs
spanning the past 100 years. Section 2 compares and contrasts the social perception
and attitudes towards AVs in the developed and developing countries. Section 3
sheds light on the implications of AVs from planning and policy perspectives
covering areas in transport, land use, and the environment. Section 4 presents the
technological risks associated with AVs and highlights some of the national
governments’ strategies to address and control these risks. Section 5 discusses the
economic implications of AVs for employment, businesses and the wider economy.

Finally, Section 6 concludes the report and provides directions for future research.



1. Driverless Cars: A Historical Overview

Automated driving was originally envisioned in the 1920’s (Faisal et al, 2019) despite
its being presented today as a mobility of the future (Zakharenko, 2016). As early as
1921, a remotely radio-controlled vehicle was produced in the US followed by
another radio-controlled vehicle trialled on New York’s public streets in 1925 as
illustrated in Fig 1 (Jensen, 2018). During the 1920’s, car accidents were responsible
for the deaths of about 200,000 people across the world (Norton, 2008). Thus, it was
imagined that AVs would improve safety by presumably eliminating the driver
error, as Illing (1930, p. 38) describes “[t|he most wonderful thing about it was that
the car (...) behaved as if it had learnt all possible traffic rules by heart” (cited in
Kroger, 2016, p. 45).

i T

Figure 1: Remote-controlled vehicles in USA, 1930s. (Copyright: Krdger, 2016, p. 44).

The automobile industry was heavily involved in the AV discourse to the point of
promoting overly high expectations (Goetz, 2019). In 1935, General Motors (GM)
produced an educational film about road safety named ‘The Safest Place’. The vision
promoted in their film was that human drivers were the only responsible cause for
accidents. However, there was barely any reference to how safe this technology
might be (Kroger, 2016). This suggests that the automobile industry at that time did
not realise the importance of conducting research on the safety of this technology
nor did they acknowledge the complexity of this radical change in automobility
systems (Siegel, 2005). In 1939, GM invited people from the general public to the
New York World’s Fair to share with them the vision of building new ‘automated
highway systems’ (AHS) designed for cars to be self-driving by 1960 (Fig 2)
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(Wetmore, 2003). Following this Futurama exhibit, an industrial designer at GM
named Bel Geddes published his book “Magic Motorways” (Geddes, 1940), where
he promotes his vision of using technology to improve safety and alleviate
congestion. Further benefits of AVs were also recognised as Keller (1935, p. 1470)
describes, “young people found the driverless car admirable for petting. The blind
for the first time were safe. Parents found they could more safely send their children
to school in the new car than in the old cars with a chauffeur.” (cited in Kroger, 2016,
p-45).

Figure 2: The New York World’s Fair, 1939 (Source: Wetmore, 2003, p. 4).

In 1940’s, the car industry was focussing on developing new technologies for army
vehicles and highway infrastructure, which subsequently introduced the radar
technology (Jenson, 2018). In the late 1950s, new car gadgets were developed such
as sensors, cruise control, and automatic transmissions (Kroger, 2016). Fig 3 shows
how AVs were envisioned in the 1953-1956. The consistent advertising and
promotion of automated driving has had a cultural impact which reverberates down
to the present time. The car industry’s portrayal and projection of the driverless car
at this time seems to have placed a greater emphasis on its potential in respect of its
narrower safety aspects than as a truly feasible technology with significant
implications for its broader mobility and societal outcomes. For AVs to operate
properly, there was a need for the development of machine learning, the internet, 3D
sensors, GPS, and intelligent infrastructure and networks, none of which were
available at that time (Guerra, 2015).



Figure 3: Detailed illustration of an AV in 1953 and 1956. (Source: Kroger, 2016).

Moving forward to the 1960’s, technological innovation reached a milestone when
the Transport and Road Research Laboratory in the UK tested a Citroen car that
could communicate with implanted magnetic cables on the street (Bimbraw, 2015).
In 1977, Japan presented a vision-based autonomous car that had a top speed of 30
Km/hr and was guided by two TV cameras and a small computer (Masaki, 1992).
Several countries continued to test automated driving during the 1990’s such as
Germany, France and the US (Franke et al., 1997; Wenger, 2005; Kroger, 2016). In
1991, the US supported advancing the AV technology. The US Congress passed an
Intelligent Vehicle-Highway Systems Act that required the Secretary of Transport to
(1) start a research program on AHS for evaluation and testing; (2) develop an AHS
and a prototype vehicle that could be developed into a full AV in the future; and (3)
to have the first fully AHS ready by 1997 (Transportation and Public Works, 1991).
Despite this legislation, automated driving was still not possible by 1997.

Over the past 100 years, the world was regularly promised automated vehicles.
However, these efforts failed to become a reality due to the complexity of
implementation (Wetmore, 2003). Firstly, it costed about $100,000 per mile to build



AHS, which was perceived as too high an economic burden (Wetmore, 2003).
Building new highways also required buying private property, which delayed the
progress of construction for years (Mohl, 2004). Secondly, AV demonstrations during
1970s-1990s drove in a controlled environment and pre-determined routes
(Dickmanns, 2015). At that time, the technology was not sufficiently advanced as
AVs did not have 3D-detection capability, which made them unready to perform in
cities where normally would expect to encounter cars and other obstacles. Thirdly,
the overly promoted public expectations by the car industries, the media, and
sometimes government officials who made it seem simple to implement AVs
(Wetmore, 2013). GM designers also publicized that the safety issues can be resolved
by the mere intervention of car manufacturers and road builders. To this day,
scholars still argue about the lack of proper planning for AVs (Porter et al., 2018;
Legacy et al, 2019) and planners are currently adopting a “watch and wait” approach
although the technology has advanced substantially (Goetz, 2019). Reflecting on the
AV history of the past 100 years was essential because it reminds us of the repeated
visions that are presented to us today regarding how AVs will solve transport

problems such as road traffic accidents and congestion (Wetmore, 2019; Goetz, 2019).

Technological advancement in various sectors continued to grow. The development
of technologies such as the internet, GPS, machine learning and LiDAR paved the
way to trigger the AV discourse again. Consequently, Google was the first company
to introduce a self-driving taxi project known as Waymo in 2009 (Jensen, 2018). It is
predicted that AVs will form a proportion of 1 in every 4 conventional vehicles by
2030 (Jensen, 2018; Litman, 2020). As this innovative technology continues to
progress, vehicles will have different levels of automation and control systems, thus
they will become more sophisticated (Jensen, 2018). A taxonomy of the automation
levels that a vehicle can have is detailed in Table 1. Describing the different AV’s

levels of automation is important to:

e Enable clearer arguments in academic research regarding implications of each
automation level.

e Discuss this topic with insurance companies and stakeholders more
accurately and clearly.

e Provide a guideline for governments when conducting on-road trials for AVs.

e Accurately delineate which level of automation is being discussed in this

report.



Table 1: The classification of automation systems (Source: adapted from NHTSA, 2013; SAE ]3016, 2018).

Level of

automation

Vehicle Capability

Driver Responsibility

Example Features

No Automation
Level 0

No authority to control
driving primary functions
such as braking and

steering.

Always required to engage
in full control over the

vehicle.

Blind spot monitoring,
hazard lights, and

collision warnings.

Driver Assistance
Level 1

Has control only over an
individual primary function

such as braking or steering.

Responsible for controlling
the rest of driving tasks with
expectations to immediately

take full control over the

vehicle when necessary.

Cruise control, lane
centring, parking
assistance, and

automatic braking.

Partial Automation

Able to control more than

Driver can take foot and
hands off the pedals and

Traffic-jam assistance

such as keeping the

Level 2 one primary function steering simultaneously but ~ vehicle on lane while
requires driver to be ready  cruise controlling at the
to resume driving on short same time.

notice.
Can control all safety- Might be required to
Conditional critical functions under physically engage in driving
Automation certain conditions but also in certain occasions, with Highway patrol.
Level 3 recognises their potential expectations to respond
limitations appropriately to a
request to intervene.
High Automation =~ Capable of taking over the No requirement for Local self-driving taxi.
Level 4 entire driving dynamics engagement

under certain conditions

Full Automation
Level 5

Able to perform the entire
safety-critical driving tasks
under any situation

encountered.

No driver required

Full end-to-end trips.

Driverless cars are attained at level 5 “full automation”, whereas vehicles with lower

levels of automation can be called autonomous vehicles. Thus, a driverless car is

more advanced than an autonomous one.

However, in this report, the terms

“driverless cars” and “AVs” will be used interchangeably for convenience. The term

“AVs” will mostly be referring to Level 4-5 automation unless otherwise stated. The

next section critically reviews the literature on the potential ripple-effect implications

of AVs.



2. Driverless Cars: A Social Perspective

This section explores public attitudes towards AVs around the globe. It compares
and contrasts the public perception of driverless cars in both the developed and

developing countries.
2.1 Perceived Safety

The way the public perceives the safety of AVs will likely have a substantial impact
on their acceptance. As such, numerous studies have focused on the safety
perception of AVs (Moody et al., 2020; Montoro et al., 2019; Bansal & Kockelman,
2018; Dixit et al., 2019; Schoettle & Sivak 2014a; 2014b). Using a structural equation
model, Montoro et al. (2019) found that the perceived safety of AVs is significantly
linked to increasing their acceptance level in Spain. It was also found that Spanish

residents showed high levels of perceived safety for AVs (Moody et al., 2020).

Moody et al. (2020) surveyed 41,932 participants to explore the safety perception of
AVs in 51 countries around the world. The results showed that younger males were
the main demographic that reported the highest favourable perception of AV safety
across all countries. Their findings also revealed that developed countries were the
least optimistic about AV safety as compared to developing countries, as illustrated
in Fig 4. Countries like Canada and respondents in Western Europe showed low
levels of perceived safety. Those findings are in line with Piao et al. (2016) as they
also found that only 25% of French respondents felt that AVs would be safer than
human driving. In their study (Piao et al., 2016), the highest concern was pointed in
the direction of AV’s system failure.

04
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Figqure 4: Perception levels of AV safety across the globe (Source: Moody et al., 2020).



Schoettle and Sivak (2014a) explored public opinion towards AV safety in the US,
UK, Australia and Japan. The results revealed that about 62% and 53% of
respondents in the US and Australia were concerned about driving Level-3, whereas
in the UK and Japan about half of the respondents raised safety concerns about AVs
in general (Schoettle & Sivak, 2014b). US respondents were more concerned about
issues related to safety, such as AVs interaction with conventional cars. Other
respondents were afraid that the general behaviour of AV driving would be different
from human driving, whilst others raised concerns regarding data privacy and
liability issues. On the other hand, UK respondents appeared less likely to be
concerned about AVs interaction with cyclists and pedestrians as well as the

vehicle’s cybersecurity.

while the developed world tends to show high levels of concern regarding perceived
AVs safety, the developing world seems to have less concern for safety issues. In
China for instance, less than half of the participants (49%) declared having safety
concerns about riding in Level-3 AVs (Schoettle & Sivak, 2014b). Work by Moody et
al. (2020) also revealed that developing countries in Latin America, such as Brazil,
Colombia, and Argentina, were more optimistic about AV safety as compared to

developed countries such as Canada, Sweden, Austria, and the US.

Asian countries also tend to show high levels of perceived safety. According to
Moody et al. (2020), countries such as the UAE, Thailand and India have a high
perception of AV safety. The differences in perceived safety between the developed
and developing countries is explained by Moody et al. (2020) who point out that
countries with higher car crash rates seem more sensitised of AVs as a safety
product. As such, reports from the World Health Organization (WHO, 2015) show
that developing countries have higher fatal crash rates than developed countries,

thus they are more optimistic about AV safety.
2.2 Perceptions about Automated Public Transport

When researchers (Schoettle & Sivak, 2014b) asked participants from the US, UK,
Australia and Japan about their concern levels if AVs served as public
transportation, the results showed a similar trend for all the countries. About two
thirds (75%) of respondents from the US, UK, Australia, and Japan reported concerns
for using AVs as public transport mainly due to potential system failure in AVs.
Similarly, a French case study reported about 60% of respondents raised safety

concerns for using AVs as public transport (e.g. busses) (Piao et al., 2016).



People in developing countries also appear to have high levels of concern regarding
using AVs as public transit. For instance, slightly less than 90% of Chinese
respondents were concerned about riding in automated public transportation
(Schoettle & Sivak, 2014b). Generally, riding in automated public transportation (e.g.
busses) raises safety concerns for both developing and developed countries.
Montoro et al. (2019, p. 867) argue that these concerns are related to cybersecurity
issues as well as system error and instability, which may cause AV users to “think
twice before jumping into a mode of transport that substantially reduces the driver's

operability, and consequently, their sense of power and control.”
2.3 Attitudes towards AVs

Developed countries have different attitudes to driverless cars. For instance, about
65% of respondents in Australia and the UK showed positive attitudes to AVs
(Schoettle & Sivak, 2014a), whereas only about 40% of Japanese respondents showed
positive attitudes towards AVs (40%) (Schoettle & Sivak, 2014b). In France, Piao et al.
(2016) revealed that participants who had higher education levels were more likely
to express greater positive attitudes to AVs (71% of respondents) as compared to
those with lower education. This view is also in line with Pettigrew et al. (2019) who
argue that potential AV users with higher education level tend to show more interest
in riding in AVs. By contrast, developing countries often seem to have higher levels
of awareness of the AV technology when compared with the developed world. For
instance, 87% and 74% of respondents from China and India had heard of AVs
before participating in the survey as compared to 66% and 61% of respondents from
the UK and Australia (Schoettle & Sivak, 2014b). Moody et al. (2020) found that some
developing countries such as China, India, Southeast Asia and the UAE seem more
aware of AV technology as compared to developed countries such as Canada,
Germany, the UK, Austria and the Netherlands that had moderate awareness levels.

Fig 5 illustrates this global comparison.

Awareness levels about AVs might influence the public attitudes towards AVs. For
instance, China and India both showed extremely high levels of positive attitudes
towards AVs (87% and 84% respectively) due to having high levels of AV awareness.
By contrast, the same study indicates that Japan had a lower awareness of AVs and
showed lower positive attitudes (43%) (Schoettle & Sivak, 2014b).
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Figure 5: AVs awareness by country (Source: Moody et al., 2020)

It appears that countries that perceive AVs as a safe technology tend to have high
awareness and positive attitudes levels towards AVs. As such, Moody et al. (2020)
indicated that developing countries in Asia, along with Brazil, had high levels of AV
awareness and perceived safety. In contrast, the rest of Latin America, Turkey,
Russia and Ukraine showed moderately below-average levels of AV awareness and

low levels of perceived safety.
2.4 Summary

This section highlighted attitudes to AVs by comparing and contrasting countries
from the developed and developing world. Understanding the perspective of society
with respect to AVs is an important factor in determining the likely success of this
technology in terms of adoption rates. As such, when a population shows a high
level of acceptance towards AVs, this may help increase their uptake. Once they are
widely adopted, significant economic benefits may be attained. In New Zealand, no
empirical investigations to gauge public attitudes towards AVs were found. Further
research can be conducted to address this gap in practice, helping to pave the way
for planners to shape the AV future in ways that meet public expectations and needs
with less uncertainty. The next section of this literature review discusses the

potential implications of AVs on the planning sector.
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This section discusses the AV impacts from the planning and policy perspectives,
which covers areas in transport planning such as congestion, safety, and shared
mobility. It also sheds light on land use planning regarding how AVs might affect
parking demand and design, as well as urban sprawl. Lastly, implications on

emissions, air pollution and environmental planning are also presented.
3.1 Transport Planning

3.1.1 Congestion
3.1.1.1 Roadway Capacity

AVs could potentially reduce congestion by enhancing roadway capacity and traffic
flow. Increasing road capacity can be achieved by minimising the distance between
AVs via the concept of platooning. Elbert et al. (2020, p. 206) describe platooning as a
group of vehicles “that circulate in a coordinated fashion, cooperating and
constantly communicating with each other through WIFI and other technologies.”
Fig 6 below illustrates how AVs in red are moving safely in platoons by minimising
the distance between each other. Despite this, the capacity of the roadway may be
reduced when bigger vehicles such as busses and lorries are included in the platoons
(Michael et al., 1998).

EETE )

ol g

L

GGG @B

Figure 6: Vehicles platooning (Source: Schindler, Dariani, Rondinone, & Walter, 2018).

Simulation studies show that AV platooning can increase road efficiency by 100%,
emphasising that the gap between vehicles will be significantly reduced (Imura et
al., 2015; Clement, Taylor, & Yue, 2004) have used simulation to estimate how AVs
might impact congestion. However, these studies assumed that (1) AVs were error
free, (2) there would be a market penetration of 100%, and (3) that road users (e.g.
pedestrians and cyclists) were excluded from the simulation, all of which do not

reflect a real-world environment (Milakis et al., 2017; Kalra, 2017).
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Another way that AVs may reduce congestion is by improving safety and
eliminating driver error (Fagnant and Kockelman, 2015). Since car crashes contribute
(in partial sense) to 25% of the congestion in the US, reducing these accidents would
help minimise congestion (ibid). On the other hand, Carbaugh, Godbole and
Sengupta (1998) reported that rear-end crashes in platoons are more probable as
road capacity increases. It is noteworthy that congestion might be increased in some
instances due to induced demand on AVs (Kane & Whitehead, 2017). Shared AVs
might be programmed to keep cruising while empty to find the next customer (Lim

& Taeihagh, 2018), which could worsen congestion.

3.1.1.2 Intersection Capacity

A group of studies (Monteil et al., 2014; Wang et al., 2016; Xie et al., 2016; Yang et al.,
2013; Zhou et al., 2016; Grumert et al., 2015) point out that vehicular communication
(vehicle to vehicle and infrastructure), and adaptive cruise control (ACC)
technologies would increase the platoon length and improve the traffic flow. For
example, AVs can better utilise the green light time at an intersection to avoid delays
compared to a human driver, which will enhance intersection capacity. However,
work by Shladover et al. (2012) showed that ACC technologies are less likely to
impact traffic flow significantly. This is because AV drivers may feel more
comfortable to adjust the ACC settings at a gap length similar to the gap distances
used when driving conventional cars. Dresner and Stone (2008) argue that
improving intersection capacity would be an ambitious achievement unless 95% of
the vehicles are autonomous. Additionally, relying on technologies such as traffic
apps used in smartphones may lead to traffic chaos and increased congestion
(Macfarlane, 2019). Overall, Milakis et al. (2017) conclude that the long-term
implications of AVs on congestion are uncertain due to several unknown
parameters. These include the travel demand, vehicle’s automation level, and the

market penetration rate.
3.2.1 Safety

3.2.1.1 Human Error

It is claimed that human error contributes to about 90% of all car accidents. In the US
(Moody, Bailey, and Zhao, 2020; NHTSA, 2018). Fagnant and Kockelman (2015)
assert that AVs could improve safety by removing the 90% of crashes caused by
human driver error. Human driving errors include the effects of drinking, drugs,

fatigue and distraction as well as carelessness (e.g. using mobile phones while
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driving), speeding and running red lights (Zakharenko, 2016; Fagnant & Kockelman,
2015). It is assumed that AVs will not make these errors and will be programmed to
obey road speed limits and traffic lights. Simulation modelling by Morando et al.
(2018) revealed that AVs have the potential to reduce collisions by 30% to 65% for
roundabouts. For signalised intersections, the simulation showed that AV
penetration rates of 50% and 100% could minimise the number of collisions by 20%
and 65% respectively. However, AVs were involved in several fatal car crashes in
recent years (Banks et al, 2018; Elliott et al, 2019), which suggests that “the
elimination of human error does not imply the elimination of machine error” due to
technical errors and potential cyberattacks (Taeihagh & Lim, 2019, p. 107). Some
studies found that AVs have higher accident rates in comparison to conventional
cars. For example, Schoettle and Sivak (2015) found that AVs have higher crash rate
per million miles travelled compared to conventional cars, whereas Favaro et al.
(2017) reported that connected AVs are 10 times more likely to be involved in an
accident compared with conventional cars. When interpreting these findings, it is
important to acknowledge that distance accumulated by AVs is still relatively low
compared with conventional cars. Also, the severity of AVs crash-related injuries has
been lower than for conventional cars, and AVs might not have been at fault in all
crashes in which they were involved (Schoettle & Sivak, 2015).

3.2.1.2 Liability

The liability issues of AVs are considered a challenge to their effective regulation.
Although AVs could potentially increase safety, Pinto (2012) concludes that AVs
may have technical issues and software bugs that could compromise their safety,
leading to traffic accidents. In such scenarios, the liability for AV accidents is
considered a policy concern that needs addressing (Li et al., 2019; Fagnant &
Kockelman, 2015). The involvement of various parties in the AV system can be
problematic in terms of determining the liability of accidents (Dahiyat, 2018). Parties
involved in liability range from software programmers, car manufacturers and
owners, to service providers (e.g. V2I and V2X communications), highlighting the
complexity of deciding who is at fault in the event of an accident (Collingwood,
2017).

Dahiyat (2018) argues that making a pre-judgment that a certain party would be held
fully accountable for crashes may make other parties hesitant to follow legal rules,
knowing that someone else may be held liable for those accidents. By contrast, the

Department for Transport (DfT, 2015) in the UK asserts that eliminating full liability
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from car manufacturers, as an example, might discourage them from producing the

safest AV possible.

Taeihagh and Lim (2019) point out that it is still unclear how the liability will be
apportioned between the parties involved in accidents, as there is no legal
framework to outline this issue. This highlights the need to develop a national
liability framework that outlines how governments would equally and justly hold
accountable the parties involved in an AV accident. In NZ, the Ministry of Transport
(MoT) (2019a) declared that AV liability is considered one of the major challenges to
regulating them for testing, “Autonomous vehicles could raise issues about who is at
fault if they were to crash.” Similarly, the South Korean and Chinese governments
are currently adopting the “no-response” strategy regarding liability regulations
(Taeihagh & Lim, 2019). Therefore, drafting a legal framework for liability at an early
stage is crucial so that technology evolvement and liability legislation can develop

together in a balanced fashion.
3.2.1.3 Public Ethics

AVs may raise ethical concerns with regards to “crash algorithm” settings. Dahiyat
(2018) notes that AV systems cannot maintain a consistent level of accuracy,
intelligence and sophistication at all times. As such, in an unavoidable car crash
scenario, how would an AV behave? Fig 7 below illustrates this situation by showing
a possible scenario where an AV is travelling at a high speed but cannot stop in time
to avoid the accident. The car will have to choose between either saving the
passenger or the pedestrian, which is also known as the “trolley problem”
(Bonnefon, Shariff, & Rahwan, 2019; Foot, 1967).

|

Figure 7: AV's choices between saving the pedestrian or the passenger (Source: Pickering et al., 2019).
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Situations where AV’s are required to make “life or death” decisions render the
technology highly problematic from an ethical perspective (Pickering et al., 2019). As
such, would an AV decide who to crash based on people’s age, gender, occupation,
and ethnic background? For instance, would AVs rather crash homeless individuals
to save doctors and teachers? Would AVs risk older people to save younger ones?
Would they crash into an animal instead of a human? (Coca-Vila, 2018). Since AVs
Will effectively either themselves be data rich sources of information or have access
to such data, these massive datasets will contain very detailed information about
users that would enable AVs to make these decisions. While researchers (Fagnant
and Kockelman, 2015) raise questions regarding the authority of AV programmers
and owners to adjust those “crash algorithm” settings, Fleetwood (2017) responds
that there is no current legal framework that defines who can design and modify
those settings. This situation raises serious concerns regarding the public ethics of
AVs (Taeihagh & Lim, 2019). A summary of the ethical issues and the proposed

solution are summarised in Appendix 1.
3.2.3 Shared Mobility

3.2.3.1 AVs Ownership

The likelihood that AVs to reduce car ownership is uncertain. Fagnant and
Kockelman (2016; 2014) suggest that about 11 conventional cars would be replaced
by one SAV. Both studies suggest that SAVs will be significant substitute for
conventional cars, implying lower levels of car ownership. In addition, using an
agent-based simulation approach, several researchers have estimated that SAVs
would replace 10-14 conventional vehicles (Boesch et al., 2016; Zhang et al., 2015). By
contrast, a Texas case study revealed that 61% of respondents declared that accessing
or owning an AV would not change the number of their household vehicles,
whereas 16% stated that they would increase the number of AVs owned (Zmud et
al.,, 2016). Lavieri and Bhat (2019) also found that commuters in Texas would be
willing to share an AV ride with strangers for commute trips only, but less likely to
do so on leisure trips. Research by Sener et al. (2019) found that the social status of
individuals is a significant factor in influencing their intention to own AVs in the US,
whereas Lee et al. (2019) revealed that a feeling of AV ownership was essential in
Korea. These studies suggest that customers may not be willing to share an AV

despite the popular assumptions about AVs reducing car ownership.

People dispositions towards AVs ownership (e.g. shared or owned) is clearly a key

determinant in understanding the effects of AVs in terms of reducing congestion,

16



emissions, etc. On the one hand, AVs replacing many conventional vehicles is more
likely to happen in a context where, (1) the society is more open to sharing AVs
rather than owning them, and (2) there is a high market penetration rate of ‘Level-5
AVs. On the other hand, society with a “car culture” might lead to more private
adoption of AVs. In the second case scenario, the benefits of AVs such as reducing
emissions and congestion as well as improving safety and health, may not be
realised. For simplicity, this argument is summarised as an illustration in Appendix
2.

3.2.3.2 Public Transport Integration

The impact of AVs on the public transport use and whether AVs can become part of
public transport is still uncertain. Fernandes and Nunes (2015) indicate that the
platooning of AVs can outperform the capacity of public transport in terms of the
number of people transported, whereas Clements and Kockelman (2017) assert that
AVs could replace trains since they can provide easier and higher accessibility for
mass transportation. However, Currie (2018) argues that SAVs cannot provide high
rates of shared “occupancy” as compared to public transit. Currie (2018) shows that
34% of Uber cars drive on roads while empty. Estimates from the Transportation
Authority in San Francisco to show that Uber cars have on average occupancy of 1.7
including the driver (SFCTA. 2017), which amounts to having 0.7 of a passenger in
each trip. Therefore, for better utilisation of mass transportation, it is shared
“occupancy” that must be sought (e.g. trains, busses) rather than shared “vehicles”.
As such, trains can carry over 2,000 people on board, while busses can transport 50
passengers per trip as compared to almost one passenger on average using Uber car
services. Currie (2018) concludes that SAVs cannot provide high rates of shared

“occupancy” as compared to public transit.

There is limited research on the impact of AVs on public transport use. One
Australian study showed that about half of current public transport users would be
replaced by AVs deployment Booth et al. (2019). It might be recommended that AVs
could be integrated into the wider public transport system by serving as mobility-as-
a-service (MaaS) in order to reap the benefits of both public transport and AV
systems (Legacy et al., 2018). This suggests that advocating that AV’s be utilised as
public transport is based on assumptions that AVs are likely to be shared and hence

both would reduce private vehicle traffic.
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3.2.3.3 Public Health

SAVs can have a positive impact on public health for the disabled and elderly. Wide
deployment of SAVs can increase accessibility and enhance the social interaction
experience, which would provide more freedom for the disabled and improve the
mental health of the elderly (Pettigrew et al., 2019; Bennett et al., 2019). AVs may also
have assistive technologies with minimal complexity that could resolve some of the
difficulties faced by mentally disabled individuals when using conventional public
transport systems (Bennett et al., 2019). However, older people might be less likely to
accept new technologies, suggesting that health benefits for using AVs may not be
optimally realised (Piao et al., 2016; Lee & Coughlin, 2015). Privately owned AVs
will be expensive to buy and thus might be a barrier to access the advantages that
come from their use or adoption (Clements & Kockelman, 2017). Policy development
in this area is described as being in its infancy (Pettigrew et al., Norman, 2019). This
is due to the lack of relevant datasets required for appropriate decision-making, and
because the implications of AVs on public health is considered an under researched
area (Curl & Fitt, 2019; Milakis et al., 2017). Thus, more research is still being
conducted to explore how the implications of AVs on public health can be governed
(Fitt et al., 2018).

3.2 Land Use Planning

3.2.1 Parking
3.2.1.1 Parking Demand

AVs are predicted to lead to less parking demand. Less parking demand suggests
that valuable land that has been used for carparks could be reclaimed and used for
more creative and sustainable alternatives (Zhang et al., 2015). A group of simulation
studies (Fagnant and Kockelman, 2014, 2016; Boesch et al., 2016; Chen et al., 2016;
Zhang et al., 2015) found that the demand on parking can be minimised by 70% to
90% when conventional cars are replaced by 30% - 40% AVs, stressing that the
public’s willingness to share AVs will contribute significantly to parking demand
reductions. However, some studies found that consumers might not feel comfortable
sharing AV rides (i.e. using SAVs), suggesting that parking demand might not drop
significantly. Zhang and Wang (2019) also assert that privately owned AVs might
not reduce parking demand substantially because they will still require a space to

park.
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3.2.1.2 Parking Design

AVs may substantially reduce car-parking sizes. Researchers (Chester et al., 2015)
highlight that about 15% of the land in Los Angeles County is devoted to automobile
storage, whereas half of the land in Downtown Buffalo, NY is devoted to parking
(Zakharenko, 2016). However, to the make the best use of land, AVs can help in

reducing carpark spaces as illustrated in Fig 8.
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Figure 8: Size of carparks for conventional cars vs driverless cars. (Source: Chen, 2018).

When the AV drops off the vehicle owner at their destination, it will have the option
to keep empty cruising or stop in a designated carpark (Bischoff et al., 2019). Since
AVs can be ‘driverless’, this means that AV owners do not have to be physically
present in the carpark. This would help in reducing the size of the parking lane since
the space required to open the vehicle’s doors will no longer be needed (Nourinejad
et al.,, 2018). Fig 8 shows how AVs can be stacked closely to each other using
multiple rows, thus reducing the parking space substantially. Research by
Nourinejad et al. (2018) reported that AVs could reduce parking spaces by 62% on
average. However, some cities such as Toronto enforce restrictions on the
dimensions of carparks as well as their orientation (Valverde, 2009). This suggests
that there might be future policy challenges to changing/reducing carpark sizes. It is
speculated that there would be a substantial proportion of AVs in a city’s vehicle

mix, before special AV carparks could be justified.
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3.2.2 Urban Sprawl

Another implication for land use is the potential to create urban sprawl (Clements &
Kockelman, 2017). This scenario is likely to happen if AVs increase accessibility and
cause more road expansion, leading people to seek cheaper housing on the outskirts
of cities. By contrast, there is speculation that AVs could cause a movement towards
cities especially when the positive implications of AVs are noticed, making cities
more attractive to move into, thus reducing urban sprawl. The positive implications
of SAVs on cities entails reducing congestion and the demand for dedicated parking
zones. This would result in creating more productive and sustainable facilities such
as public squares, green infrastructure, dedicated cycling and walking lanes which

encourage active travelling and improve the quality of life (Porter et al., 2018).
3.3 Environmental Planning
3.3.1 Fuel Efficiency and Energy Consumption

Studies show that CAVs may increase fuel savings. Work by Khondaker and Kattan
(2015) reported that AVs may increase fuel savings by 15%. However, fuel savings
will be much lower if the AV market penetration rate was less than 100% (Larsen et
al., 2019). Eco-driving can also contribute to fuel consumption savings for different
levels of AV automation (Stephens et al., 2016; Anderson et al., 2014; Brown, Gonder,
& Repac, 2014), as AVs can achieve better fuel economy in a given situation through

a smooth style of driving compared to that of a person.

AVs may lower energy consumption in the short-term while the long-term impacts
could be uncertain. Wadud, MacKenzie, and Leiby (2016) found that AVs are
estimated to lower energy intensity by up to 20% if deployed globally due to vehicle
platooning. However, Ross and Guhathakurta (2017) argue that AVs that function as
MaaS would increase the number of trips and VMT, resulting in greater energy

consumption.
3.3.2 Air Pollution and Emissions

AVs may contribute to a reduction in air pollution. Advanced driver assistance
systems (ADAS) and adaptive cruise control (ACC) systems may reduce emissions
due to their ability to reduce the change of lane movements as well as controlling the
acceleration and braking of the vehicle (Wang et al.,, 2014). Some studies (Wang,
Chen, Ouyang, & Li, 2015; Grumert & Tapani, 2012) reported that AV deployment
can possibly reduce nitrogen oxide (NOx) levels due to applying systems such as

variable speed limits and platooning. Research by Jones and Leibowicz (2019)
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revealed that carbon dioxide (CO2) emissions savings can also be attained with wide
deployment of AVs due to zero emission capability. However, non-exhaust
emissions might easily be overlooked as contributory variables to air pollution even
if AVs were electric. There will still be a chance of emitting particulate matter (PM)
concentrations that originate from non-exhaust emissions, such as brakes and tire-
wear (Shammut et al., 2019; Ketzel et al., 2007).

Fully automated AVs could potentially lower GHG emissions although the long-
term implications could be uncertain. A case study in NY City investigated GHG
emissions for electric self-driving taxis with and without a driver using a
multiphysics energy model (Zhang et al., 2019). The study revealed that AVs
without a driver showed about 7% reduction in GHG emissions compared to the
ones that had a driver. The authors concluded that higher levels of vehicle
automation could potentially lower GHG emissions. A recent study conducted in
China revealed that substantial reductions in GHG emissions will not be achieved
before 2050 due to low levels of AV market penetration (Liu et al., 2019). These
researchers further argue that estimating the long-term impact of AVs on GHG
emissions is highly uncertain because AVs ownership and VMT are currently
unknown. They concluded that these unknowns affect the results validity and urged

further research be conducted in this area.
3.4 Summary

This section has reviewed the literature regarding the impact of AVs on transport,
land use and environmental planning. It appears that the estimated impacts of AVs
for the long term would be highly uncertain (Milakis, 2019). This uncertainty in part
hinges on the market penetration rate of AVs in the future, the percentage of AVs
becoming shared or self-owned, and resolving existing challenges such as safety
risks, liability, and ethical issues. The next section of this report will explore AVs

implications from a technological perspective.

21



While AVs are likely to have many benefits, there are concerns regarding the
associated risks and unintended consequences of this smart technology. These risks
include safety, intelligent infrastructure and cybersecurity, data privacy, and
surveillance. Governments’ response, strategies and best practices to these risks will

be presented.
4.1 Safety

The degree of safety that AVs provide is a high priority topic (Elliot et al., 2019).
Many researchers (Naranjo et al., 2016; Lin et al., 2014) assert that AVs can improve
safety using the advanced driver assistance systems (ADAS). These systems cover
lane centring and assisting, collision warning and avoidance, as well as intersection
assistance (Luo et al., 2016; Liebner et al., 2013). Despite this, Dalal and Triggs (2005)
state that it would be more complicated for AVs to recognise pedestrians, cyclists, or
any other objects on the road compared to a human driver. Fagnant and Kockelman
(2015) further argue that adverse weather conditions such as ice, snow, rain and fog
may affect AVs’ sensor on public roads, ‘recognition, which gives the human driver
an advantage over AVs in these situations. With the introduction of AVs on public
roads, some were involved in a number of fatal incidents. For instance, two
autonomous Tesla vehicles were responsible for the death of the drivers in the US
(Parkinson et al., 2017; BBC, 2019; Favaro, et al., 2017), and an autonomous Uber car
killed a pedestrian in Arizona, US (Elliot et al., 2019), which forced Uber to suspend
their AV testing program in Arizona, San Francisco, Pittsburgh and Toronto after
receiving a letter from Governor Doug Ducey (Elliot et al, 2019; Griggs &
Wakabayashi, 2018). Governor Ducey sent a letter to Uber’'s CEO stating that
“Improving public safety has always been the emphasis of Arizona’s approach to
autonomous vehicle testing, and my expectation is that public safety is also the top
priority for all who operate this technology in the state of Arizona” (Hensley, 2018).
Given the concerns regarding accidents and the use of AVs, it is crucial that their
safety performance continues to improve. Scholars (Bansal et al., 2016; Kalra, 2017)
argue that AVs’ performance can improve when driving in a real-world
environment that would enable developers to monitor, evaluate, and enhance the
AV system (Kalra & Paddock, 2016). Driving in diverse, real-world environments

would also improve the state of art of AVs safety, since machine learning algorithms

22



in AVs can learn from previous mistakes and share it with other AVs to avoid
similar errors, thus improving their overall safety performance (Kalra, 2017). Kalra
and Paddock (2016) stress that real-world driving for AVs will also help in
evaluating safety regulations and policies, although assessing the performance of
AVs will require millions of miles driven to statistically justify any improvements.

This suggests AVs will need to continue driving on public roads.

In terms of governing real-world driving experience, countries like the UK, US and
Australia are adopting a “light control-oriented strategy” (Taeihagh & Lim, 2019),
with the purpose of giving enough space for innovation, meaning that they are
currently not imposing stringent regulations on AVs safety. In contrast to the “race
for innovation” approach, the EU focuses more on protecting AV’s users from the
technological risks. While the EU legally permits AV testing, the testing should be
restricted to private streets, pre-defined routes, and very slow speed limits (Taeihagh
& Lim, 2019). The Japanese and Singaporean government have taken steps to amend
their laws to ensure the safety of AV testing in 2017. In Japan, the government is
adopting a “prevention-oriented strategy” in which they require the AV to have a
driver while conducting on-road testing to minimise the risks from technological
errors (Taeihagh & Lim, 2019). The driver should obtain license and police approval,
and always be vigilant to necessity to activate the braking system. In Singapore, the
new amendments to the Road Traffic Act (RTA) enables the Minister for Transport
to make new rules on AV testing, acquire data from the trials, and establish
standards for AV designs, which demonstrates a “control-oriented strategy”
(Taeihagh & Lim, 2019). Before AV testing, the vehicle must pass safety assessments

and plans for crash mitigation must be developed.

In NZ, the MoT does not have any specific legislative requirements or the
requirement to use specified roads for AV testing (Ministry of Transport, 2019b).
AVs are only allowed to be tested on public roads if the safety of all people is
guaranteed (e.g. employees, drivers, etc.), and the test-bed is performed on a closed
road. Prior the performance of any tests, the testing organisation should submit a
‘Safety Management Plan” to NZ Transport Agency (NZTA) to ensure all safety
procedures are met and any hazards or risks are identified. According to the Land
Transport Act 1988 (New Zealand Legislation, 2019), NZ police have authority to
stop AV testing on public roads at any time if safety requirements were perceived to
have been breached. This suggests that the early testing and deployment of AVs in
NZ will be subject to safety procedures, and also shows how “New Zealand is
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unique [...] it does not have any explicit legal requirement for a driver to be present

in a moving vehicle” compared with other countries (Costantini et al., 2020).
4.2 Intelligent Infrastructure

Intelligent infrastructure is vital for enhancing the quality of AVs operation in terms
of road safety, traffic flow, and customer convenience. Intelligent Transport Systems
(ITSs) enable AVs to communicate with one another, and with their surroundings
via communications known as V2V, V2I and V2X (Hasan et al., 2018; Fang et al,,
2017) as shown in Fig 9.
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Figure 9: Communication networks for AVs (Source: Hussain and Zeadally, 2019).

Vehicle to vehicle (V2V) communication is when two vehicles transmit signals to
each other via routing algorithms to pass periodic information through the Vehicular
Ad hoc Network (VANET) (Hasan et al., 2018). V2V networks can transfer real-time
traffic data by sending collision warnings through a vector-based cooperative
collision warning system (VCCW), which may improve both traffic safety and flow
(Elliott et al, 2019). On the other hand, vehicle-to-infrastructure (V2I)
communication can provide a higher prevention rate of car crashes than V2V
communication by an estimated 12% (Yang, Fei and Dang, 2017). The role of
infrastructure roadside units (RSUs) is to enable exchanging traffic-related data,
search for available carpark spaces in airports, and circulate notifications about
nearby fuel stations and restaurants to enhance the user experience (Hasan et al.,

2018). AVs will also be able to communicate with other objects such as mobile
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phones and pedestrians via communications known as vehicle-to-everything (V2X).
It is claimed that V2X may potentially reduce road accidents by up to 80% since it
collects data from other vehicles, pedestrians and infrastructure units (Abboud et al.,
2016). V2X rely on wireless technologies such as cellular networks and dedicated
short-range communications (DSRC) (Elliot et al., 2019). Despite the possible
advantages that ITS may present, a group of studies (Linkov et al., 2019; Elliot et al.,
2019; Lim and Taeihagh, 2018; Parkinson et al., 2017; Petit and Shladover, 2015)
have highlighted the limitations of these systems. These limitations include: (1) the
possibility to hacking AVs through V2V, V2I, and other wireless communication
networks; (2) the lack of government funding for ITS development and deployment;
and (3) the challenge in equipping every vehicle on the road with the special
communication devices to make ITS work successfully (Hasan et al., 2018;
Shladover, 2018).

4.3 Privacy

AVs rely on collecting data extensively to ensure the high safety operation of the
vehicles and optimise the traffic flow (Taeihagh & Lim, 2019). However, sharing,
storing, and processing the data collected by AVs is potentially considered a major
privacy concern (Fafoutellis and Mantouka, 2019). AVs could collect data about the
users’ travel behaviours, travel time, location of work and home, mobile phone
numbers, areas of interest and other personal information, which may jeopardise the
privacy of the users (Hussain and Zeadally, 2019; Fafoutellis and Mantouka, 2019).
This sensitive data could be shared with vehicular networks (for targeted
advertisements) and other external organisations, such as insurance companies and
law firms (Schoonmaker, 2016). Another emerging privacy concern is in the realm of
surveillance. AVs will be able to collect location-based data as well as audio and
video recordings of the passengers, which enables governments to conduct remote
surveillance of the users (Taeihagh & Lim, 2019). For instance, China has announced
its intention to launch a “Social Credit System” in 2020 that allows the government
to monitor people’s social and political behaviours (Lim and Taeihagh, 2018), by
which AVs deployment may facilitate the achievement of that goal. It is noteworthy
that both the incidence and opportunities for surveillance are less prevalent when

individuals own the AV.

Governments’ response to the data privacy issues vary across the world. In South
Korea and the US for instance, the governments have begun enacting legislations on
data privacy for both conventional and autonomous vehicles. In South Korea, the

Vehicle Management Act (MVMA, 2016) emphasises that an approval must be
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obtained from the Minister of Land, Infrastructure, and Transport prior to using the
collected data so as to ensure the privacy of AV’s owners. Similarly, in the US, a new
Spy Car Act (SCA, 2017) states that manufacturers must seek consent from the
vehicles” owners before using their data for advertising and marketing. All vehicle
owners will have the ability to stop data collection, except the data necessary for

accident investigations.

In the EU, the ITS Action Plan (EP, 2009) recognises the urgency to protect personal
privacy. The EU has also updated the Data Protection Directive 95/46/EC of 1995
through the new EU General Data Protection Regulation (EU GDPR), which took
effect in May 2018. The updated GDPR regulations are more stringent in terms of
strengthening the requirement for customers’ consent and increasing penalties for
violations by up to 4% of companies’ global revenue (Taeihagh & Lim, 2019), and the
European Commission has already fined Google on many occasions, which shows
their commitment to controlling privacy risks (Eben, 2018). The GDPR regulations
apply to all companies in the world as long as they process data of EU citizens,
extending the privacy control beyond geographical boundaries of the EU. However,
having excessive regulation on data privacy and usage may disadvantage car

manufacturers in the EU and may hinder AVs deployment.

In the UK, the Privacy Architecture framework (DfT, 2017a) states that AV users
should have the ability to delete any “sensitive data” and ensure that personal
information is “properly managed” in terms of how the data is stored and used.
However, no definitions were provided regarding what is considered “sensitive
data” or “proper management” of personal information. This suggests that the UK
government is aware of the privacy risks posed by AVs but is not enforcing stringent
legislations that would hinder AVs deployment as the UK government aspires to be

a world-leader in AV research and development (Taeihagh & Lim, 2019).

The Australian’s National Transport Commission (NTC) recommends adopting a
“privacy by design” approach and, “whenever possible”, not generate personal
information about individuals (Daly, 2017). The phrase “whenever possible”
indicates that these are only rhetorical overtures and do not reflect strong legislation
to mitigate AV privacy concerns. In New Zealand, the new Privacy Bill has replaced
the Privacy Act of 1993 (New Zealand Parliament, 2019). By introducing new
offences and higher fines, the new Privacy Bill legislation is seen as having EU
adequacy status (Costantini et al., 2020), although it has dissimilarities to the GDPR.

For instance, there are fewer restrictions on consents, no restrictions for AV decision
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making tools, and no guidelines regarding the management and ownership of AVs’
data (Costantini et al., 2020).

4.4 Security

Security of the AV system is vital for social stability and safety (Lim & Taeihagh,
2018). According to Hussain and Zeadally (2019), the sophisticated technology that is
used in AVs can contribute to increasing security. As such, AV owners will be able
to register their biometrics with the car. This enables the vehicle to recognise the
authentic owners of the car by voice, fingerprints and retina detection, which
prevents people from stealing it. In contrast, AVs might be subjected to cybersecurity
threats (Lee, 2017). Those threats involve jamming the V2V, V2I, and V2X signals for
the purpose of stealing the car or harming the passengers (Amoozadeh et al., 2015;
Lim and Taeihagh, 2018). In the US for instance, Schellekens (2016) reported that two
hackers succeeded in gaining access to a car’s engine and brakes in 2015 using
mobile wireless networks. Gerdes et al. (2013) clarify that manipulating the speed
and motion of connected autonomous vehicles (CAVs) by hacking the vehicles’
network system is also possible. Hackers can also modify maps and sensors in AVs
to block reception of necessary information and inject fake messages (Parkinson et
al.,, 2017). To overcome these cybersecurity risks, Katrakazas et al. (2020) recommend
monitoring and conducting analysis of diagnostic for the data collected by AVs to
reach a level where the AV can predict a threat and react in milliseconds. Using
machines learning and artificial intelligence (AI) techniques along with 5G data
networks might provide AVs with the computing power to detect the threats before

they occur and eventually prevent the attack (Katrakazas et al., 2020).

Governments’ guidelines on cybersecurity best practices vary widely around the
world. In the US for instance, the government has established a new department to
research the safety and security of “electronic vehicle systems” and has set up the
Electronics Council to enhance research collaboration on cybersecurity matters
(NHTSA, 2018). The NHTSA has made non-mandatory recommendations to
software companies and car manufacturers that AV systems should be designed in
line with international standards such as the SAE, NHTSA, and the Automotive
Information Sharing and Analysis Centre (ISAC) (NHTSA, 2017). In addition, the
Spy Car Act requires AVs to have the ability to detect, prevent, and report any
cyberattack that attempts to take control of the vehicle and its data (SCA, 2017).
These guidelines demonstrate the US government efforts to both gain and raise
awareness regarding cybersecurity risks for software companies and car

manufacturers (Taeihagh & Lim, 2019).
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The EU has also taken steps to manage cybersecurity risks. EU-wide legislation was
published for the first time on cybersecurity in 2016 (EC, 2016). In the same year, a
best practices guideline for cybersecurity issues was released by the EU Agency for
Network and Information Security (ENISA, 2017), which shows the EU commitment
to manage and increase awareness on cybersecurity risks. In the UK, although the
government has not enacted any new legislation on cybersecurity, they have made
efforts to raise awareness of cybersecurity risks related to AVs. It has established the
National Cybersecurity Strategy (2016-2021) aimed at strengthening the UK'’s
position as a world leader in this field by 2021 (Cabinet Office, 2016).

In Japan, the government has not taken any steps to amend its existing Road Traffic
Act (RTA) nor it has established any guidelines on cybersecurity issues (Taeihagh &
Lim, 2019), which suggest adopting a “no-response” strategy. The Japanese
government has yet exhibited any heightened awareness or increased sensitivity or
anxiety in respect of cybersecurity risks. In New Zealand, the MoT has established
an AV Programme that listed cybersecurity as an area that needs further research
(Ministry of Transport, 2019c). The NZ MoT may monitor international
developments and adopt relevant strategies in the future regarding controlling and
managing cybersecurity risks (Costantini et al., 2020). A timeline of further strategies

for privacy and cybersecurity across the world are contained in Appendix 3.
4.5 Summary

This section has presented the associated risks with AVs and highlighted some of the
strategies and best practices adopted by different countries to mitigate these risks.
Some countries have stringent legislation with a view to controlling the
technological risks associated AVs that might lead to hampering their deployment,
whereas other countries such as the US and UK tend to focus more on giving space
for innovation and progress. The next section of this literature review discusses the
potential economic implications of AVs as well as their likely impact on employment

and businesses.
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As various industries invest heavily in AVs in order to facilitate their development,
this will have a series of economic implications. Such implications range from the
possibilities for economic growth, the creation of new job opportunities, shifting
roles in the workplace in parallel with the risk of a diminution in certain job profiles.
Not only are AVs predicted to impact the transport sector, but they may also
“change the landscape of almost every industry” (Clements & Kockelman, 2017, p.
113). This section sheds light on the impact of driverless cars on employment,

businesses, and the wider economy.

5.1 Impact on Employment
5.1.1 Job Opportunities

The development and deployment of AVs may provide new job opportunities in
many sectors. For instance, more positions may “open up” for researchers to conduct
further research in the realm of AVs. A good example of this is when the UK
government established the Centre for Connected Autonomous Vehicles (CCAV)
and announced the allocation of £100 million research funding focusing solely on the
AV technology (House of Lords, 2017). New jobs might also be created in the
engineering, planning and software sectors (Milakis et al., 2017). Cruise, an AV start-
up, has provided about 2,000 job opportunities for Al engineers since its opening in
2017 (IEEE, 2019). A report commissioned by the Australia and New Zealand
Driverless Vehicle Initiative (ADVI) estimates that AVs deployment would possibly
create over 2000 annual jobs in Australia (Haratsis et al., 2018). Consulting
companies such as ATKINS estimate that about 320,000 jobs might be created by
AVs development and deployment by 2030 in the UK only (Somashekar, 2020).

Despite the aforementioned areas of job creation that AVs will offer, it appears as if
these new opportunities would be available to those groups of people who are
skilled and educated, not necessarily those who will lose their jobs as drivers (see
Table 2 for emerging job opportunities and skills requirement). Low-skilled and less
educated individuals would seem to have much less chances of keeping their current
jobs (Taeihagh & Lim, 2019), although there might be some jobs that still require
essential human involvement. For instance, Deming and Kahn (2018) state that
employees who have developed non-routine and social skills will be more likely to
retain their jobs since these positions are presently more difficult to automate. It is

noteworthy that the overall effect of AVs on employment will vary greatly
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depending on the region of AV deployment and the market penetration rate (Milakis
et al., 2017).

Table 2: AV emerging job opportunities and the corresponding skill requirements (Source: Somashekar, 2020; Cutean,
2017).

No. Occupation Skills Required

1 AV machine learning specialist Experience in programming software

(Python, JavaScript, etc.).

2 AV driving algorithms and deep Experience in advanced statistical analysis
learning and design optimization.

3 AV application engineer Experience in C programming and
MATLAB.

4  Robotics software engineer Knowledge of Java spring framework.

5 AV lab manager experience in messaging protocols (AMQP,
DDS, MQTT).

6 AV software research scientist Experience with embedded software and

automotive systems (Brakes/Powertrain).

7 AV platform system engineer Cloud services and software development.

8 AV driving test Expert in vehicle communication network
protocols.

9 Transport modelling engineer Knowledge of vehicle dynamics modelling

and CarSim software.

10  Repair technician Expertise on the design, test, validation, and
development of solutions for wireless

power.

5.1.2 Job Losses

Although AVs are anticipated to result in job creation in some sectors, a growing
body of the literature indicates that the deployment of AVs might present a threat to
jobs and employment. Low-skilled individuals, along with those having manual
jobs, will be the most affected by this technological advancement (Frey & Osborne,
2017). Such people would include taxi, bus, and truck drivers (Alonso Raposo et al.,
2018). To highlight this in numbers, the latest statistics of the American Trucking
Association reported that there are around 3.5 million truck drivers in the US. These
estimations would even increase to about 8 million people if other job positions in

the trucking business were included (American Trucking Association, 2018). In the
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US alone, bus and taxi drivers are reported to account for about 505,000 and 208,000
drivers in 2018, respectively (Bureau of Labor Statistics, 2019). In NZ, truck drivers
are estimated to number over 25,000 and 27,000 drivers by 2023 and 2028
respectively (MBIE, 2020), these jobs may be threatened by the large-scale
deployment of AV technology.

A report published by the US Department of Commerce (Beede, Powers, & Ingram,
2017) revealed that one in nine employees are working in jobs that will be threatened
by the deployment of driverless cars. Forecasting models developed by Arinze et al.
(2016) suggest that by 2050, AVs will eliminate about 4.35 million workers from their
jobs in the US. Even the profession of attorneys might be negatively impacted by the
tewer accidents caused by cars. In the US, there are more than 1.2 million attorneys,
75,000 of which specialise in personal injuries. Clements and Kockelman (2017)
report that about $3 billion in revenue could be lost from personal claim lawsuits
due to reduced road injuries, which provides real challenges to some attorneys.
Furthermore, estimates of Frey and Osborne (2017) show that 47% of all US
employment is at high risk of replacement as automation increases, whereas
estimates by Arntz et al. (2016) suggest that only about 10% of US employment
would be at risk.

The threat to employment posed by the adoption of AVs is acknowledged by few
governments around the world but strategies to address them are yet to be
formulated. The Singaporean government has announced its intention to set up
programmes aimed at retraining future displaced workers to help them gain new
skills and obtain higher valued jobs. In the US and Australia, the governments there
also recognise the potential negative impacts of AVs on employment and strongly
recommend transitioning the workforce as quickly as possible (Taeihagh & Lim,
2019). Trucking industries, for instance, may redistribute the roles of drivers to other
technical departments to minimise the percentages of job losses. Yet, the job-shifting
prospect can be daunting, and people may feel insecure that their new job since they
may fear losing their jobs yet again by the emergence of more qualified individuals
(Salmon, 2019, p. 118).

5.2 Impact on Businesses
5.2.1 Industrial Growth

From a company owner’s perspective, it is preferable to hire robots rather than
human beings since the former provide a higher level of work efficiency at a reduced

cost in terms of wages and attendant cost (Kencebay, 2019). In that sense, companies
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might consider AVs as an economically efficient alternative to a human driver. For
instance, Clements and Kockelman, (2017) argue that trucking industries may gain
up to $500 billion by 2050 from the elimination of human drivers. Autonomous taxis
also seem to be a promising business, given that the drivers” associated costs will be
eliminated (Hussain and Zeadally, 2019). However, for fully automated taxis to
operate on today’s road network, capital investment for the infrastructure will be
needed (Nikitas et al., 2017).

According to Clements and Kockelman (2017), automated vehicles open more doors
for technology firms to flourish by developing vehicle’s software and hardware. As
such, the software will make up about 40% of the AV’s value (Jonas et al., 2014). In
terms of the hardware, it is reported that the LIDAR alone costs about $75,000
(Hussain & Zeadally, 2019), whereas the AVs would cost about $100,000 per vehicle
(Fagnant & Kockelman, 2015). It is projected that the AV industry would make about
$556 billion in revenue by 2026 (Porter et al., 2018). However, less profit would be
made if AVs were to be shared rather than self-owned, which will be highly

dependent on how countries promote AVs.

With reference to privatising SAVs, Riggs (2019) highlights potential consequences if
SAVs were to be dominated by private companies. As such, he indicates that users’
private data held by private companies might be sold to other beneficiaries (e.g.
restaurants, motels and malls) who would be interested in making targeted sales and
advertisements using AV communication networks. Moreover, private companies
might use their SAVs as a “profitmaking” tool rather than a “service” tool. This can
be done by purposely targeting high-income neighbourhoods instead of low-income

ones, which may also increase social inequality.

In New Zealand, a report commissioned by Business NZ and MoT estimates that ITS
products such as AVs and drones may generate as much as NZ$2 billion annually by
2050 (BusinessNZ, 2018). The economic modelling in the same report shows that
more than NZ$750 million of yearly turnover could be made by ITS companies for
exporting their technologies from NZ, which reflects the opportunity for AVs to

generate and expand businesses.
5.2.2 Business Loss

Since 90% of car crashes are claimed to be caused by human error (Haboucha et al.,
2017), advocates of AVs assume that this innovative technology would largely
eliminate car collisions (Morando et al., 2018). Reducing car accident rates will

potentially create a huge economic (and social) benefit. For instance, car accidents in
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the US involved $30 billion in repairs according to 2013 estimates (Fagnant and
Kockelman, 2015). Assuming the AV deployment would only reduce 50% of
collisions (instead of 90% from the elimination of human error), this means that the
repair industry would lose about $15 billion in revenue according to Clements and
Kockelman (2017). This also assumes another cause of crashes will not replace
“human error”, such as “technological” or “programming” errors in AVs. Reducing
the predominant cause of accidents is not necessarily the same as reducing the rate

of accidents.

The success of AVs in reducing both congestion and crashes will negatively affect
the automobile repair and maintenance businesses. In 2019, car accidents in the US
generated about $123 billion in revenue for the repair and maintenance industry
(Garcia, 2020). The repair and maintenance industry could lose about $31 billion and
$62 billion annually in revenue if we assume AVs would reduce car crashes by 25%
and 50% respectively. While some opportunities for repair shops might arise in cases
of technical malfunction, collision or cyberattack (Clements & Kockelman, 2017), this
might result in a skills mismatch as workers need to upgrade their digital skills and
expertise (Somashekar, 2020). Another industry that would be negatively affected by
reduced crashes is insurance agencies. In the US, the earnings of insurance
companies nett about $180 billion yearly (Desouza et al., 2015). If AVs led to both
increased safety and less car ownership, this would minimise the revenues

generated from vehicle insurance by nearly 60% (Clements & Kockelman, 2017).

Traffic police and governments will accrue lower revenue from speeding tickets and
traffic violations, since AVs would offer higher levels of traffic obedience. Statistics
from the National Motorists Association show that the annual revenue from traffic
fines are about $8 to $15 billion (National Motorists Association, 2007). In New York
City alone, the annual revenue generated from traffic violations was $993 million in
2016 (Murphy, 2017). The New Zealand government also earned around NZ$44
million in 2018 from speed camera fines (Hunt and Kenny, 2019). Such huge revenue
losses from traffic fines can be expected as AVs become widely adopted (Clements &
Kockelman, 2017).

Electric autonomous vehicles (EAVs) are expected to generate a massive economic
shockwave for the fuel industries, particularly when they come to be widely
deployed (Porter et al., 2018) since EAVs will reduce fuel dependency. Similarly, it
could also be anticipated that governments may lose a huge share of revenue from
fuel taxes. Across the EU for instance, the loss of revenues in fuel taxes is estimated

at €800 billion due to the wide electrification of vehicles (Lindberg, & Fridstrem,
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2015). The Australian and NZ governments make about AUS$20 billion and NZ$1.1
billion in revenue from fuel taxes annually (Budget, 2019; StatsNZ, 2019). Thus, as a
consequence of ubiquitous EAVs, national governments worldwide will experience
a loss of revenue from the loss of revenue generated by fuel taxes (Porter et al., 2018).
However, if AVs were not fully electric, then this would actually increase fuel
consumption, and hence increase tax revenue relative to non-fully electric AVs.
According to Clements and Kockelman (2017), AVs would travel further to increase
accessibility, subsequently, will increase fuel consumption by 5%, which is
equivalent to of $14 billion of annual revenues. Another business that might perish is
valet parking, although it is not likely to be a big loss of jobs. There will be no need
to hire people to park driverless cars as AVs can park themselves. This becomes

more probable when AVs become widely adopted.

5.3 Impact on the Economy
5.3.1 Improved Safety

The current impact of car crashes on the economy is significant. As such, the
Ministry of Transport (2020b) in NZ reported that the total annual economic cost of
all vehicle crashes was NZ$5.6 billion in 2017. Similarly, a report published by
NHTSA (2017) revealed that the annual traffic accidents costs in the US amount to
$242 billion. When the value of other economic impacts was included (e.g. quality of
life lost, productivity, etc.) the comprehensive cost was estimated at $836 billion.
Since AVs are anticipated to lead to fewer car crashes (Fagnant & Kockelman, 2015),
this could possibly result in savings of $488 billion by reducing the numbers killed
and seriously injured individuals in the US (Clements & Kockelman, 2017).
Furthermore, estimates by Fagnant and Kockelman (2015) show that the
comprehensive cost savings due to improved road safety in the US could be about
$18 billion and $355 billion assuming a 10% and 90% AV market penetration,
respectively. This shows the significant economic savings that AVs can bring about

by improving road safety, particularly when widely adopted.
5.3.2 Congestion and Productivity

Congestion-related costs are significant. Annual congestion costs in the UK and US
are estimated to be £30 billion and $120 billion, respectively (Lim & Taeihagh, 2018;
West, 2016), whereas about NZ$1.3 billion is the cost of congestion in Auckland
(NZIER, 2017). AVs are predicted to result in cost savings of 66% by reducing
congestion (Fagnant & Kockelman, 2015). The narrative of AVs ability to reduce

congestion implies that productivity will be increased. As such, assuming a 90% AV
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market penetration, about 2.8 billion unproductive hours could be saved in daily
commutes, which equates to savings of $447 billion annually in the US and $5.5
trillion across the globe (Clements & Kockelman, 2017). However, we argue that it
cannot be assumed that the saved time would be used productively as commuters
might choose to sleep longer, for instance, or have a more leisurely breakfast. Lim
and Taeihagh (2018) also report that cyberattacks on AVs might amount to $3 trillion
in lost productivity, which would be regarded as a significant burden for businesses.
It is noteworthy that those cost savings may only be realised in the event that AVs so
actually succeed in minimising congestion (Maciejewski & Bischoff, 2018; Shladover
et al., 2012).

5.3.3 Land Use and Parking Spaces

Excessive land allocated to parking spaces may result in less economic activity
(Zakharenko, 2016). As an example, consider Buffalo New York, which devotes
about half of its downtown land to parking, and there are over 710 million parking
spaces in the US (Clements & Kockelman, 2017; Zakharenko, 2016). Since SAVs can
potentially reduce the demand for parking spaces and demand (Hawkins & Nurul
Habib, 2019; Zhang et al., 2015), this space can be alternatively replaced with

commercial buildings to attract economic activity and increase productivity.

Chester et al. (2015) found that the cost of building 25 underground parking spaces
for every new 100-unit building is about $1 million in the US. In addition, Clements
and Kockelman (2017) point out that the total land dedicated to parking spaces is
valued at $4.5 trillion, with an average property value of $6,300 for each parking
space. These researchers suggest that if SAVs succeed in achieving a 1% reduction in
parking spaces per year, $45 billion in land value can be reclaimed annually.
Therefore, money recovered from reduced parking spaces can be invested for other

purposes.
5.4 Summary

This section has highlighted the possible implications of AVs on employment,
businesses and the wider economy in the private and public sectors. Overall, the
higher AV’s penetration rate, the greater the economic impact will be, which is
potentially estimated at $1.2 trillion (Clements & Kockelman, 2017; Fagnant &
Kockelman, 2015). These economic benefits come from productivity gains, a
reduction in collisions, and other economy-wide savings, whilst also acknowledging

the possible negative economic effects.
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The previous sections clearly show that safe travel was one of the main drivers for
the development of AVs since the 1920s. It was believed that developing automated
driving would solve road safety issues created by the elimination of human error.
The car industry played a huge role in the dissemination of this narrative, which led
to the hyping the expectations of AVs as early as 1920s. However, our review of the
literature revealed that implementing AVs is a complex issue that needs to overcome
several barriers not only in the technological aspect, but also in its social, planning,

and business aspects as discussed in the previous sections (see Table 3).

Road accidents will cost the global economy about $1.8 trillion between 2015-2030
(Chen et al., 2019). Therefore, AVs are presented as a safer option for future travel by
offering the “technical-fix” needed to minimize road crashes, thus saving the lives of
individuals and impacting positively on the world economy. For AVs to improve
safety significantly there must be a large-scale adoption of Level-5 automation. One
factor that influences the large-scale adoption is consumer attitudes towards this
technology. By exploring the public attitudes towards AVs in 51 countries around
the world, Moody et al. (2019) found that highly-educated, employed, young male
individuals are the most optimistic about AVs safety. Developing countries in Asia
seemed more optimistic about AVs safety as they have higher car crash rates
compared to Western European countries. Optimistic perceptions about AVs safety
in developing countries may minimise the disparity in road safety around the world.
The public in the developed world such as Canada, Australia, the US, and Western
Europe raised concerns regarding AVs’ potential technical failures, interaction with
conventional cars, and there use as a mode of public transport (Moody et al., 2020;
Piao et al., 2016). This indicates the importance of investigating the social
perceptions of AVs safety since that may influence their acceptance rates and sales
(Montoro et al., 2019). Addressing these safety concerns may increase their market
penetration rate, thus may increase the degree of market penetration together with

the wider and deeper levels of consumer acceptance that may flow from this.

For AVs to address the associated safety risks, the public would need to accept mass
deployment and AVs would need to be trailed in real-world environments
(Taeihagh & Lim, 2019; Bansal, Kockelman, & Singh, 2016; Kalra, 2017). This would
enable AVs to learn more from the real-world driving experience, enhance its
performance, and help evaluate safety regulations and policies. In response, some

national governments (UK and US) have refrained from imposing strict measures on
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AVs testing requirements with the purpose of promoting AVs development. Japan is
adopting a “prevention-oriented strategy” in which they require the AV to have a
driver while conducting on-road testing, whereas a “control-oriented strategy” is
adopted in Singapore, which requires developing plans for mitigating crashes while
testing AVs (Taeihagh & Lim, 2019). In NZ, driving law is unique as there is no
requirement for a driver to be present in the vehicle, which suggests having fewer
legislative barriers to adopting AVs compared with other countries that require a

driver in vehicles.

While it is essential for AVs to drive in real-world environments to enhance their
performance, previous experiences of AVs operating on roads caused several
crashes. During 2009-2015 alone, Google’s AVs were involved in 11 crashes (Kalra &
Paddock, 2016), which raises policy concerns regarding the liability for accidents (Li
et al., 2019). Many governments including those in China and South Korea have
displayed a “no-response strategy” regarding liability regulations (Taeihagh & Lim,
2019). A further public policy challenge concerns the ethics of the AVs system as to
who is authorized to adjust the “crash algorithm” settings in an inevitable car crash.
This is related to the “life or death” events in which AVs would decide who to crash
based on people’s age, gender, occupation, and ethnic background, etc. (Pickering et
al., 2019). While there is still no legal framework that addresses the issues of liability

and public ethics, further research is being conducted.

AV’s communication and infrastructure networks are associated with data privacy
risks and vulnerable to cybersecurity attacks. Personal data could be accessed to be
used for advertising, location tracking, and surveillance (Lim and Taeihagh, 2018),
whereas cyberattacks may manipulate AVs speeds, jam their signals, block
important notifications, and steal the vehicles (Amoozadeh et al., 2015). Responses to
managing privacy and cybersecurity risks vary across countries. Most EU countries
have adopted a controlled strategy to protect the data of EU citizens even if the
company is located outside the EU boundaries, which might lead to disadvantage
AV manufacturers. US and Singapore have also enacted new guidelines on data
privacy, whereas the UK and Australia have only made general privacy
recommendations. Regarding cybersecurity, most governments have enacted
strategies to manage cybersecurity risks that are not specific to AVs, but encompass
all technological systems, whilst some governments are still gaining awareness
about AV cybersecurity risks (Taeihagh & Lim, 2019).
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Resolving the technological risks of AVs will likely result in a large-scale adoption
that would create a significant economic impact. The latest statistics for the total
economic costs of car crashes amount to NZ$5 billion and $836 billion annually in
NZ and the US, respectively (NHTSA, 2017; MoT, 2019). The opportunity for AVs to
improve safety could result in cost savings ranging from $355-$488 billion in the US,
depending on their market penetration rate (Fagnant & Kockelman, 2015).
Furthermore, reducing congestion may result in annual savings of approximately
$447 billion in the US alone (Clements & Kockelman, 2017). If AVs could reduce
parking spaces by only 1%, this may also result in reclaiming about $45 billion in
land value in the US. AVs would also create new job opportunities for
manufacturers, software sectors, research industries, and AVs start-up companies,
employing artificial intelligence engineers to address potential safety issues (Milakis
et al., 2017; IEEE, 2019). Because AVs safety relies on the elimination of human
driver error, the trucking industries may gain up to $500 billion by 2050 from driver
elimination in the US (Clements & Kockelman, 2017). By contrast, the “driver
elimination” narrative is a threat to bus, taxi, and truck drivers, who account for at
least 10 million people in the US alone (Bureau of Labor Statistics, 2019; American
Trucking Association, 2018). Substantial reduction in car crashes might be perceived
as a concern for the repair and maintenance businesses as well as insurance agencies
as safety improvements could result in huge revenue losses, whereas other
businesses such as car manufacturers, software and hardware developers are
expected to flourish. Governments have not yet established any strategies regarding
how to manage the industrial risks that threatens people’s jobs. Although retraining
displaced workers is one potential solution, it might create a skills mismatch and be

limited to those who are well educated.

Finally, AVs are promising technologies that could possibly address road transport
problems and also change cities’ landscapes, economies, and the way people live
their lives. However, safety risks of AVs remain a barrier to adopting them widely.
The arguments narrated today about the impacts of AVs on improving safety are 100
years old, and planners are currently “paralyzed” by adopting a “wait and watch”
approach (Legacy et al., 2019; Goetz, 2019; Milakis, 2019), which indicates the
necessity to conduct further research in this area. This section highlighted the
complexity of implementing AVs and demonstrated that the issue of their safety is
not merely a technological one. Investigating and resolving safety issues of AVs is
expected to result in a largescale adoption and greater benefits. To the best of our
knowledge, no research has been undertaken into the safety aspect of AVs

holistically yet. Therefore, our future research aims to investigate the safety
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perceptions of AVs in the social, political, technical and business aspects that may
influence their future adoption in NZ. AVs research NZ is still in its infancy, while
Auckland has been listed as a “preparing city” for AV deployment (Faisal et al.,
2019). Auckland Transport have explicitly highlighted their commitment to develop
a “Connected and Autonomous Vehicle Strategy” with a focus on safety (AT, 2016,
p. 17), and this highlights the salience of our future research for NZ cities. Using the
“mobilities concept” as a conceptual framework, future work will focus on the
complexities and interrelationships between social, political, technical, and economic

dimensions that underpin the deployment of safer AVs in NZ.
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Table 3: Summary of AVs implications (Source: Author).

Aspect | Theme Sub-theme Comments Source
Awareness | (+) Awareness levels vary significantly worldwide.
. g (Moody et al.,
k> B Safety (-) High levels of concern in developed countries compared with developing countries. 2020; Piao et al.,
4 S 2016; Schoettle &
@ o Public (-) High levels of concern about using AVs as public transport in both developed and developing | Sivak, 2014).
Transport countries.
(+) Increased safety through the removal of human error factors (effects of drinking, drugs,
Safety distraction).
(-) Challenges to regulating AVs because they have been involved in fatal crashes.

50 (?) Uncertainty regarding how the liability will be apportioned among the parties involved. (Elliott et al.,

é (-) Major ethical concerns regarding how crash algorithm settings will be programmed. 2019; Taeihagh

é“ (+) Reduced congestion through platooning, enhancing road capacity and traffic flow. & le’ 2019;
> = Congestion | (-) Increased congestion arising from induced AV demand. Shared AVs might be programmed Milakis et al,
= 8. to keep cruising while empty to find their next customer. 2017; Fagnant &
o 2 . T Kockelman
_%' g (?) Uncertain long-term implications because of unknown travel demand and AV market 5016: 2015- ’
= = penetration rate. 2014; !
&0 Shared (?) Uncertainty regarding whether AVs will be shared or personally owned. '
g Mobility (?) Uncertainty regarding whether SAVs will be integrated with public transport.
& (+) Improved utilisation for public health services.
~ T (+) Increased land space caused by less parking demand. (Fagnant &

§ - Parking (?) Uncertain impact on urban sprawl. Kockelman,

2016; 2014,

£ 0 Fuel (+) Improved fuel efficiency through efficient ‘braking control” technologies. (Fagnant &

§ s g Efficiency Kockelman,

S § S| Emissionsand | (+) Lower nitrogen oxide and carbon dioxide emissions through shared travel and electrification. 2014; Milakis et

L% & Air Pollution al., 2017; Wadud
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Energy (?) Uncertainty about the long-term effects of AV ownership and vehicle miles travelled. et al., 2016).
Consumption
(+) Improved safety through AV’s built-in technologies (ADAS)
Safety (-) Technology limitations can cause crashes. AV sensor recognition is negatively affected in
adverse weather conditions (snow, fog, rain).
‘E Intelligent | (+) Improved safety and congestion through V2V, V2I, and V2X communications. ITS provides i
@ . . .. . .. . . (Elliott et al.,
g Infrastructure | real-time traffic data, collision warnings, and periodic safety information. 2019: Hussain &
o & (ITS) (-) ITS networks might be hacked into through vehicular communications and wireless ! .
P ,g networks. Z.eadally, 2019,
i = - - - - Lim & Taeihagh,
£ - (-) AVs store personal data in the form of audio and video recordings. 2018; Fagnant &
o (E)o Privacy (-) Sensitive collected data will be shared with vehicular networks and other external | ockelman,
a % organisations like traffic management, insurance companies, law firms, and commercial services. | 54 5).
E (?) It remains unknown who would control the collection, collect, storage, and access to data in
E AV systems.
(+) Increased car security through biometric registration.
Security (-) Exposure to cybersecurity threats that can manipulate the speed of AVs, hack into the car’s
system, and modify maps and sensors to block the reception of necessary information.
(-) Job losses, especially for drivers. (Clements &
Employment | (+) Job opportunities in the research, planning, and software sectors. Kockelman,
o (-) Significant losses for the repair, maintenance, traffic police, and fuel industries. i?lz;oli/;lakls et
g 9 Businesses | (+) Highly profitable for car manufacturers, software developers, trucking businesses, and AV Fe;, nant,&
g g“ data operators. K gk i
o = ockelman,
= (+) Massive annual savings in the US resulting from improved safety ($488b), congestion ($447b), | 2015;
Wider and reclaiming parking spaces ($45b). Lim & Taeihagh,
Economy (-) Lost productivity from cyberattacks on AVs might amount to $3 trillion. 2018).

Note: (+), positive impacts; (-), negative impacts; (?), uncertain impacts.
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7. Appendices

Appendix 1: Summary of AV’s ethical issues and the proposed solutions (Source:
Lim & Taeihagh, 2019).

Ethical Issues

Proposed Solutions/Steps Taken

Sources of bias in AV algorithms
» Statistical bias and including personal characteristics in the
data.
« Manufacturers and programmers can program algorithms to
favour A users' safety to boost profits.
« Large-scale replication of algarithmic preferences in Avs can
perpetuate systemic discrimination.

FProposed solutions
« Modify the data, algorithm and output to offset bias.
« Measure and test for data bias, and identify the affected
individuals.
« Clarify the standards to evaluate bias in algorithms.
« Increase transparency via traceability and interpretability.
Steps taken

Bias Challenges of detecting and correcting bias: « Al guidelines that emphasise on fairness, transparency
« Algorithmic opacity masks decision-making logic. and accountability—Japan, Singapore.
« Data-driven and unpredictable nature of ML-based decisions « Creating design and testing methods to mitigate bias and
makes it difficult to predict bias. discrimination from Al—South Korea, LK.
« Humans are excessively trusting of algorithmic decisions due « Prohibiting the use of sensitive personal data in automated
to “automation bias™. decisions and mandating a right to explanation—EU
« Difficult to prove discriminatory intent in algorithms. GOPR.
Thought experiments—The Trolley Problem
« Assumptions do not hold in actual driving scenarios.
« Participants’ ethical reasoning may be inconsistent. Proposed solutions
« Aggregating single trolley scenarios may create discriminatory « Combine utilitarian and deontological ethics in the top-
patterns. down approach.
Top-down approach Steps taken
(i} Uitilitarianisim « Al guidelines and committees to examine discrimination
« Collective harm minimisation can penalise certain groups of —Japan, Singapaore, China, South Korea.
individuals mare than others. « Ethical rules for A/s—Germany:
« Risk of computational errors and issues with mathematically Promotes utilitarian ethics of damage minimisation but
Ethics defining algarithmic preferences. prohibits discrimination based on personal characteristics;
(i} Deontology Decisions for unavoidable accidents should not be
« Rule conflicts, failure to cover all driving scenarios, and path programmed but independently assessed,
dependencies create safety risks. Standards for self-learning processes should be
« Difficult to explicitly program ambiguous rules. developed and AVs' programming should be disclosed to
Bottom-up approach the public;
« Difficultto specify a self-learning system's higher level goals Prohibits use of self-learning systems for safety-critical
andto ensure it expands its set of choices. functions unless proven sufficiently reliable.
« The system can override its ethical rules.
« The system's decision-making is more opaque.
« Manufacturers can design algorithms to favour passenger safety
and tailor driving behaviour based on district affluence to reduce i
liability claims. Proposed solutions . . o
) o ) « (Greater data sharing, collaboration and standardisation of
Ferverse « Manufacturers' differentiation of algorithms can reduce road ) . .
) ! L ) algorithms among AV developers to improve coordination of Avs
incentives coordination and create safety risks.

« The incentives of other AV stakeholders in the supply chain can

interact systemically and create safety risks.

an roads.
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Appendix 2: AVs implications when shared vs. self-owned (Source: Author).
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Impact on
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Health
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Economic Reduced Reduced Reduced
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safety emissions
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Appendix 3: Timeline for privacy and cybersecurity strategies related to AVs (Source: Lim & Taeihagh, 2018).

Year
| eI | | | | | | | | | | | | | |
1 I 1 1 I I 1 I I I | I I I |
2009 2010 2011 2012 2013 2014 2015 2016 2017 2017 2017 2017 2018 2019
Qi Q2 Q3 Qa4
US Federal NHSTA new cybersecurity 03/2017 Spy Car Act 09/2017 NHSTA best practice
departments cstablished
China 0472017 CAC expands data localisation requirements
06/2017 Cybersecurity law takes effect
Singapore 06/2017 Amended CMC act takes effect
07/2017 PDP Consultation
1172017 Public Sector (govemnance) bill
UK 1072016 Established NCSC 04/2017 Funding consortium to
11/2016 National Cybersecurity develop cybersecurity solutions
Strategy 0872017 DIT & CPNI
principles released
EU 042009 EU Parliament emphasized 102012 Conducted studies 0872014 Data Protection working 042016 Declaration of Amsterdam 052018 EU GDPR
on ensuring privacy from on data protection panty highlighted security & & EU GDPR ratified takes cffect
carly stages of ITS design issues of loT 08/2016 NIS directive
122016 ENISA cybersecurity best practices
Germany 09/2015 Working groups 052017 AV Bill
1o rescarch on cybersccurity 0672017 13 recommendations for AVs,
& data protection including clarification on data busi can use
France Working groups Revise regulations
cstablished to rescarch AV security for AVs by 2019
Australia 1172016 Recommendations 092017 HRSCIIR To create regulatory options
on privacy consultation for AV privacy by 2018
Japan 1272016 Amended Privacy 05/2017 Amended Privacy
Protection Law Protection Law takes effect
Korea Amended Vehick
Management Act
CA,US 0972012 AV testing Data regulation 1272015 DMV requirement 0272018 AV regulation requires
for AV data collection certification of AVs' ability to manage cyber-attacks
GA.US 02/2017 SAVE Project data 03/2018 Passed cybersecurity bill
disclosure requirements
MA, US 0172017 SAVE Project data
disclosure requirements
0172017 Proposed bills to regulates data collection
in loT devices (including AVs) and public access to AV data
01/2017 Proposed bill instructs DOT
to ensure security of AV data collection system
ML, US 1272016 SAVE Project data 07/2017 Cybersecurity
disclosure requirements bill passed
PA,US 1172016 PennDot draft 0272017 Notification requirement for
rules for AV data collection AV cybersecurity intrusions
TN, US 04/2017 Updated Data breach
notification law
0672017 SAVE Project data
disclosure requirements
TX, US 03/2017 Bill with privacy provisions failed 1o pass

05/2017 Cybersecurity Act
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